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Targeted solution:
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New “online” security assessment
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Account for:
•Time horizon
•Correlations 

Sliding time window 
from quasi-real time to 
24-48 hours ahead 

Account for:
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Targeted solution:

3New “online” security assessment

Action 
recommendation
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Load
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Dynamics

Corrective actions first 
Expected costs assumed 
smaller than with preventive 
actions

Preventive actions 
Minimal amount to 
complement corrective 
actions



Targeted solution:
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New “online” security assessment

Action 
recommendation

Renewabl
e & 

Load
Uncertainties 

Dynamics

Security rules 
Used for contingency 
filtering 
Computed offlineoffline, based on 
•extensive analyses
•TSO rules

“Per contingency”

Applied to the “N” state, but 
they account for the account for the 
contingency outcome!contingency outcome!

Encapsulate static & 
dynamicdynamic constraints

Security rules Security rules 



Rationale 

Ultimate aim: assess security of next states

•Are available corrective resources sufficient?

•Are any preventive actions needed? 
By when do they have to be started? 

•What is the last «useful» time to trigger the actions?
– Last Time To Decide



Classification 
of contingencies

• Cluster 1
– no action 

• Cluster 2
– corrective 
actions 

• Cluster 3
– corrective + 
preventive actions 

• Cluster 4
– «Strategic» actions needed 



Proposed final architecture
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Final architecture ‐ Detail
Online Offline

Data acquisition 
and storage

Merging module

Contingency screening 

(several stages)

Time domain 
simulations

Security rules 
retrieval 

Synthesis of 
recommendations 
for the operator

External data 
(forecasts and 
snapshots)

Improvements of 
defence and 

restoration plans

Offline validation 
of dynamic models

Forecast error Forecast error 
model model 

Forecast error Forecast error 
characterisation characterisation 

Error 
distribution 
estimation 

Principal 
Component 

Analysis (PCA) 

Pair‐Copula 
Decompositio

n (PCD)

Sliding window analysis 
D‐2 … Snapshot Next presentation!

Sampling of 
stochastic 
variables

Elaboration 
of starting 
network 
states

Impact 
Analysis 

(time domain 
simulations)

Data mining 
on the results 
of simulation

Similar to next 
presentation!

Security rule 
generation



Online work flow 
Merging of 

SN/IDCF/DACF/D2C
F

Worst State 
Approach

Monte Carlo‐Like 
Approach

Corrective Control 
Optimisation 

Time‐Domain 
Simulation

Synthesis of 
recommendations

Fuzzy Power Flow

AC Power Flow

Stage 1

Contingency FilteringContingency Filtering

Stage 2

Detailed analysisDetailed analysis

Results Results 

Forecast state buildingForecast state building

Stage 3



• Different acceptable domains for the system states are 
generally used in the operation of transmission grids. Limits 
related to overloads of power lines depend on the duration of 
violation of these limits (thermal problem)

Filtering (1): «Worst State»

D0

D1

D2

T = +∞

T= 0

T= few min.

T = few hours
Controls



Filtering (1): «Worst State»

• Preliminary filtering

• Offline security rules 
based on 
active power

• DC model 

• Corrective actions 

• Static optimisation 

• Very conservative

Pre‐fault

Post‐fault 

Post‐fault corrective actions 



Uncertainties range

Unacceptabl
e worst case

Expected Operating 
point

Expected Operating 
point

Acceptable 
worst case

Uncertainties range

Security assessment under uncertainty: Security assessment under uncertainty: 
Worst State approach pictorial examplesWorst State approach pictorial examples

Acceptable domain

System state (injections…)



Filtering (2): «Monte Carlo‐Like»
Approach

• Samples of operating states within the 
uncertainty cloud

• Correlations of forecast errors 

• Offline security rules based on AC quantities 

• Decision Tree (DT) ‐based 
security rules

DT-based 
boundary

• Samples deemed 
unsecure go to 
next stage



Filtering (2): «Monte Carlo‐Like»
Approach

• Sampling of forecast errors
– Accounting for correlations

– Formally, same process as to create «generic» plausible 
states for security rule generation (see next presentation)

Psample = Pforecast + ΔΔPPerrorerror

Error 
distribution 
estimation 

Principal 
Component 

Analysis (PCA) 

Pair‐Copula 
Decompositio

n (PCD)

Random sampling 
of forecast errors

Power flow of the new states obtained as 
Δ of the forecast state (HELM tool)

Security assessment by rich security 
rules (per state, per contingency)

Set of {state, contingency} to be 
passed to further analysis 

Offline, computed periodically 

Error 
model
Error 
model

Online



Filtering (3): Corrective Control 
Optimisation 

• Filter out surely “correctable”
samples & contingencies Are corrective actions 

adequate to 
face the contingency? 
(wrt time evolution of 
relevant phenomena)

Are corrective actions 
adequate to 

face the contingency? 
(wrt time evolution of 
relevant phenomena)

Y

Do nothing! ☺
(Unless contingency happens)

Do nothing! ☺
(Unless contingency happens)

N

Is a sufficient amount
of corrective actions 

available?

Is a sufficient amount
of corrective actions 

available?

Y

N Check preventive 
actions to support 
corrective ones

Check preventive 
actions to support 
corrective ones

Activate preventive actions 
within «last time»

Activate preventive actions 
within «last time»

State  under analysisState  under analysis

e.g. instability, very 
large violations 

Report the list of actions Report the list of actions 



Time‐Domain Simulation

• Perform detailed analysis of the set of state& 
contingency identified as possibly dangerous

• Check preventive and corrective control actions

• Exploits algorithms to detect instabilities and 
violations from swing curves 



Fuzzy Power Flow

• Meant as parallel to the main online workflow:
– Allow independent validation of the filtering 

– Show integrability features of iTESLA 

• Uncertainties evaluated in a qualitative way 

• Static tool, used for contingency analysis  
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Synthesis of the results

• Synthesis of recommendations for the operator 


